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This very interesting Technical Note reports on security vulnerabilities in software container images used 

for neuroscience data analysis. The authors report on two software container images  - Docker and 

Singularity - and four software container image scanners - Anchore, Vuls, Clair, and Stools. In their 

analysis, the authors highlight an average of 460 vulnerabilities per software container image. As a 

means of reducing the number of vulnerabilities, the authors explored the effects of package update 

and image minification. The authors highlight that updating container images is a major factor in 

reducing the number of vulnerabilities, and in support of this the authors report that no vulnerabilities 

were to be found in base Docker images ubuntu:20.04 and centos:7 after package update. The authors 

additionally report that removing unused packages by image minification is also effective. An important 

point that the authors demonstrate is that both image minification and package update techniques are 

complementary methods for reducing the number of security vulnerabilities. 

This analysis enabled the authors to provide a set of image creation guidelines on how to deliver a more 

secure deployment of image containers on HPC clusters. These guidelines suggest minifying container 

images by using lightweight OS distributions, and applying regular security updates. These are very 

useful guidelines for the neuroscience data management community. The manuscript is well written, 

and the scripts used for container vulnerability analysis are publicly available on GitHub and have been 

ascribed an OSI-approved GPL3 license. The authors additionally provide a Jupyter notebook that can be 

used to regenerate the figures shown in the manuscript. 

I recommend this Technical Note for publication in GigaScience. 
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